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EMERGING THREATS 
 

(U) Researchers Warn of Increase in Phishing Attacks Using Decentralized IPFS Network 

(U) “Cybersecurity firm Trustwave SpiderLabs, which disclosed specifics of the spam campaigns, said it 
identified no less than 3,000 emails containing IPFS phishing URLs as an attack vector in the last three 
months. IPFS, short for InterPlanetary File System, is a peer-to-peer (P2P) network to store and share files 
and data using cryptographic hashes, instead of URLs or filenames, as is observed in a traditional client-
server approach. Each hash forms the basis for a unique content identifier (CID).” (Hackernews.com) 

Analyst note: IPFS based phishing campaigns have been identified targeting North Dakota organizations. 
Due to the randomization of URL’s at this time the only indicator we can provide for threat hunting is: 
(.ipfs.dweb.link) and (ipfs-dweb-link.translate.goog) 

Source: (U) https://thehackernews.com/2022/07/researchers-warns-of-increase-in.html 

 

(U) North Korean Hackers Using Malicious Browser Extension to Spy on Email Accounts 

(U) “A threat actor operating with interests aligned with North Korea has been deploying a malicious 
extension on Chromium-based web browsers that's capable of stealing email content from Gmail and AOL. 
- But the latest espionage effort is different in that it employs the extension, named Sharpext, to plunder 
email data. The malware directly inspects and exfiltrates data from a victim's webmail account as they 
browse it, the researchers noted. Targeted browsers include Google Chrome, Microsoft Edge, and Naver's 
Whale browsers, with the mail-theft malware designed to harvest information from Gmail and AOL 
sessions.” (thehackernews.com) 

Source: (U) https://thehackernews.com/2022/07/north-korean-hackers-using-malicious.html 

 

(U) Researchers Warn of Ongoing Mass Exploitation of Zimbra RCE Vulnerability 

(U) “The two high-severity issues relate to weaknesses in Zimbra Collaboration, both of which could be 
chained to achieve unauthenticated remote code execution on affected email servers - 

• CVE-2022-27925 (CVSS score: 7.2) - Remote code execution (RCE) through mboximport from 
authenticated user (fixed in versions 8.8.15 Patch 31 and 9.0.0 Patch 24 released in March) 

• CVE-2022-37042 - Authentication bypass in MailboxImportServlet (fixed in versions 8.8.15 Patch 33 
and 9.0.0 Patch 26 released in August) CyberSecurity 

If you are running a Zimbra version that is older than Zimbra 8.8.15 patch 33 or Zimbra 9.0.0 patch 26 you 
should update to the latest patch as soon as possible.  

CISA has not shared any information on the attacks exploiting the flaws but cybersecurity firm Volexity 
described mass in-the-wild exploitation of Zimbra instances by an unknown threat actor.” 
(thehackernews.com) 

Source: (U) https://thehackernews.com/2022/08/researchers-warn-of-ongoing-mass.html 
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NORTH DAKOTA AND REGIONAL 
 

(U) Businesses And Individuals 'In A Fight Every Single Day' Against Cyber Attacks, 
Experts Say  

(U) “Experts at the Midwest Cybersecurity and Technology Summit all agreed that the threat of cyber 
attacks continues to grow each day. Businesses, government agencies and individuals big and small could 
all become subject to an attack, a group of panelists and speakers gathered Tuesday warned.” 
(inform.com) 

Source: (U) https://www.inforum.com/business/businesses-and-individuals-in-a-fight-every-single-day-
against-cyber-attacks-experts-say 

 

(U) Burgum Announces Expansion of Cisco Networking Academy to Offer Skills Training to 
All North Dakotans 

(U) North Dakota is the first state in the nation to provide these courses statewide at no cost to all 
residents. The Cisco Networking Academy Skills for All program provides free, quality, mobile, self-paced, 
online learning aligned to industry jobs, providing a pathway to a career in technology. There are numerous 
courses, badging and industry certifications available, with an emphasis on cybersecurity, along with 
coding, networking essentials, Internet of Things (IoT) and other technology-focused courses.  

Source: (U) https://www.governor.nd.gov/news/burgum-announces-expansion-cisco-networking-academy-
offer-skills-training-all-north-dakotans 

 

(U) We Are Excited to Be Back In 2022 With an In-Person Cybercon at Bismarck State 
College October 4-5, 2022 

(U) We are excited to be back in 2022 with an in-person CyberCon at Bismarck State College October 4-5, 
2022. We have come a long way since we started in 2018, and we hope for this year’s conference to be 
our most dynamic and engaging event to-date. As the needs of cybersecurity and critical infrastructure 
continue to be intertwined, our goal is to provide a conference that highlights the importance of these two 
areas and provides attendees an opportunity to learn more about both. 

Source: (U) https://cyberconbsc.com/ 
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NATIONAL 

 

(U) Cisco Confirms Data Breach, Hacked Files Leaked 
(U) “Cisco has confirmed a breach of its network, where the attacker used voice phishing to convince an 
employee to accept a malicious multifactor authentication (MFA) push. The breach resulted in 
cyberattackers gaining access to the company's virtual private network (VPN) and the theft of an 
unspecified number of files from its network, the company stated on Aug. 10.”(darkreading.com) 

Source: (U) https://www.darkreading.com/attacks-breaches/cisco-confirms-data-breach-hacked-files-leaked 

 

(U) Slack Admits to Leaking Hashed Passwords for Five Years  

(U) “Popular collaboration tool Slack (not to be confused with the nickname of the world’s longest-running 
Linux distro, Slackware) has just owned up to a long-running cybersecurity SNAFU. According to a news 
bulletin entitled Notice about Slack password resets, the company admitted that it had inadvertently been 
oversharing personal data when users created or revoked a shared invitation link for their workspace.” 
(nakedsecurity.sophos.com) 

Source: (U) https://nakedsecurity.sophos.com/2022/08/08/slack-admits-to-leaking-hashed-passwords-for-
three-months/ 

 

(U) Data Of Millions of Twitter Users Exposed in Major Hack 

(U) “Twitter has confirmed that a significant hack has put 5.4 million Twitter accounts a risk, with hackers 
gaining access to personal information that could be sold for a profit. A report by AndroidPolice shows that 
hackers gained access to data like profile pictures, location data, email addresses, and phone numbers. 
The report says that hackers used a vulnerability that allowed anyone to query a phone number or email to 
check on an active Twitter account to access information.” (consumerandsociety.com) 

Source: (U) https://consumerandsociety.com/2022/08/10/data-of-millions-of-twitter-users-exposed-in-major-
hack/ 

 

(U) After Colonial Pipeline, Critical Infrastructure Operators Remain Blind to Cyber-Risks 

(U) “The unprecedented ransomware attack against Colonial Pipeline last year shows that critical 
infrastructure operators have made little progress in protecting their networks 12 years after the discovery 
of Stuxnet. Author and journalist Kim Zetter gave a scathing rebuke of Colonial Pipeline during the keynote 
session opening the second day of Black Hat USA, its leaders had plenty of warnings that could have 
prevented the crippling attack.” (darkreading.com) 

Source: (U) https://www.darkreading.com/risk/colonial-pipeline-critical-infrastructure-operators-blind-cyber-
risks 
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INTERNATIONAL 

 

(U) U.S. Government Offers $10 Million Reward for Information on Conti Ransomware Gang 

(U) “The U.S. State Department on Thursday announced a $10 million reward for information related to five 
individuals associated with the Conti ransomware group. The reward offer, first reported by WIRED, is also 
notable for the fact that it marks the first time the face of a Conti associate, known as "Target," has been 
unmasked. The four other associates have been referred to as "Tramp," "Dandis," "Professor," and 
"Reshaev." The government, besides seeking information about the five operators that could lead to their 
identification or location, is also calling on people to share details about Conti and its affiliated groups 
TrickBot and Wizard Spider.” (thehackernews.com) 

Source: (U) https://thehackernews.com/2022/08/us-government-offers-10-million-reward.html 

 

(U) Cyber Attacks on Taiwan: China Caught in Its Own Tangle 

(U) “Amid rising tension between China and Taiwan, US House of Representatives Speaker Nancy Pelosi's 
visit on Tuesday fueled Chinese aggression. Before Pelosi’s visit, Taiwan’s government websites faced 
DDoS (Distributed Denial of Secrets) attack by hackers believed to be from China. During a DDoS attack, 
huge internet traffic is sent to the target server to stop the service.” (indiatoday.in) 

Source: (U) https://www.indiatoday.in/world/story/cyber-attacks-on-taiwan-china-caught-in-its-own-tangle-
1984633-2022-08-06 

 

(U) Russia's Digital Attacks Are Haphazard, Chaotic, Says Top Ukrainian Cyber Official  

(U) The overall Russian approach to incorporating cyberattacks into its ongoing assault on Ukraine is 
“chaotic,” and reflects an “absence of strategy,” Victor Zhora, one of Ukraine’s top cybersecurity officials, 
told CyberScoop Wednesday. Speaking during the Black Hat cybersecurity convention in Las Vegas, which 
is taking place six months after the Russian invasion, Zhora said although Moscow’s digital assaults are 
frequent, few seem to be coordinated or aimed at significant targets. (cyberscoop.com) 

Source: (U) https://www.cyberscoop.com/ukraine-russia-cyber-zhora-industroyer2-sandworm/ 
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